
Can we disclose this information? Can we use this information for a 

new purpose?

Finding the answer amongst the tangle of privacy principles, exemptions 

and exceptions can be frustratingly complex. Some rules only cover 

health information; some cover personal information but not ‘sensitive 

information’; some exemptions don’t cover cross-border disclosures.

How do you find your 
way through the tangle 
of privacy rules?

Untangling the APPs – A decision tree guide to using 
and disclosing personal information.

This plain language guide o�ers a set of seven decision 
trees, with yes/no answers determining your path, to 
quickly guide you through the Use and Disclosure 
principles in the Australian Privacy Act.

Separate guide available for NSW privacy laws.

Find out more about our resources at 
https://www.salingerprivacy.com.au/publications/

Contact us at www.salingerprivacy.com.au



Can disclose
– subject to the Transborder rule, and any other 

confidentiality or secrecy obligations

Can disclose
– subject to any other confidentiality 

or secrecy obligations

Y Y

N

Has an HREC (or other body under s.27B PPIPA) approved the disclosure?

Y N

Y

Research exemptions (NSW)

The disclosing entity must take 
reasonable steps to de-identify 

the information first, and then …

Cannot disclose under 
this exemption

–  try again to get consent

Is there health information involved?

This diagram is an extract from Untangling The IPPs and HPPs: A decision tree guide to disclosing personal information under NSW laws. 
The diagram should only be read in the context of the full guide. This diagram is not legal advice.

Can de-identified information achieve the 
research purpose?

N

Y

Y

N

A Human Research Ethics 
Committee (HREC) must determine 

that the public interest in the 
research “substantially outweighs” 
the public interest in privacy, and 

then approve the disclosure

An HREC must determine that the public interest in the 
research “substantially outweighs” the public interest in privacy

OR social/market research can be approved under Privacy 
(Market and Social Research) Code 2014, 

OR research can be approved by the 
NSW Privacy Commissioner 

N

Is it practicable to seek the subjects’ consent?

N

Will the results be published in a way that could 
reasonably be expected to identify individuals?

Y

Is the disclosure reasonably necessary for the 
purpose of research, or the compilation or analysis 

of statistics, in the public interest?

(s.27B PPIPA; HPP 11(1)(f) HRIPA)


